
Analyst audit file
AI answer with ICE Data Services values, and its signed answer record

Answer ans-20261002-0417
Customer WF-0042 (fictional) · Fund A, IG tech sleeve

Oct 2, 2026, 10:02 am ET · Claude over the ICE MCP connector

Example prepared by Hive for discussion with ICE. Values are synthetic, not ICE data. This is not an ICE document. Records are signed with the
Hive demo key, which Hive runs and which is not independent.

evt-1002
Entitlement: allowed, in license
v4

q-20261002-0417
Quote: 120 units, accepted

wf-0042-agent-7
Agent, for user WF-0042-U-
88213

ids_compute
ICE tool used

QUESTION

Summarize how ICE evaluated pricing moved yesterday for fund A's IG tech sleeve, and flag anything I should look at.

ANSWER

ICE ICE evaluated 3,300 bonds in the sleeve as of 4:00 pm ET on October 1.1 ICE The average evaluated

spread widened 4.2 bp, on ICE's matrix method, with reason code sector spread change.2 ICE 212 bonds

moved more than 10 bp.3 ICE The largest single mover in the sample, DEMO-TECH-0417, closed at an

evaluated bid of 97.412.4 Model That move looks larger than its peers, so it may be worth a price challenge

before month end.

ICE sentences state an ICE value and are bound to it in the answer record. Model sentences are the model's own words, recorded with no ICE
support. As ICE puts it: “The analysis and summary is generated by AI. The data is provided by ICE Data Services.”

ICE VALUES BEHIND THE ANSWER

# VALUE ICE FIGURE AS OF METHOD REASON CODE

1 Bonds evaluated 3,300 4:00 pm ET, Oct 1

2 Avg evaluated spread change 4.2 bp 4:00 pm ET, Oct 1 matrix sector spread change

3 Bonds moved more than 10 bp 212 4:00 pm ET, Oct 1

4 DEMO-TECH-0417 evaluated bid 97.412 4:00 pm ET, Oct 1 matrix issuer spread change

This answer can be checked
Each ICE sentence is tied to the exact ICE value above. Change a number in the attached record and
the check fails on that sentence. The QR check shows the answer as recorded, so a changed number
on this page stands out.
The prompt, ICE's response and the model's text are bound into this one answer, and ICE's response
is the same one entitlement receipt evt-1002 records.
If ICE later revises a value, a linked correction record names this answer. This record still checks as
first issued.
The signed records are attached inside this PDF. They can be checked offline, with no Hive account
and no network.

answer record r_sigr.gca_1790949734_0c4c3dbf5cc8 · payload fe29cded074b0ea152acfa69fb305db2e

2dedae3e148d8f90a0b9d00fe4706fd

assembly r_assembly.receipt_1790949735_6c67c0538268 · ICE response 5a4996a47417f11081332daec

c39e194fa3ff18899c507fa077b056b90866193

Scan to check this answer



How to check this file
For the analyst, the fund's auditor, or ICE ans-20261002-0417

IN  A BROWSER

Scan the QR code on page 1, or open thehiveryiq.com/ice/entitlements/build/#answer. The check runs in the browser
against the pinned public key. It recomputes every sentence fingerprint, every ICE value fingerprint and both signatures, and
it shows which sentences are ICE's and which are the model's.

OFFLINE,  FROM THIS PDF

1. Open the attachments in this PDF (Acrobat: the paperclip panel; Preview: View, then Attachments) and save the three
files: answer-receipts.json, example-receipts.json, verify-answer.mjs.

2. Run node verify-answer.mjs answer-receipts.json example-receipts.json with Node 18 or later. No other
software is needed.

3. Expect every line to read OK, ending with "All answer records check out". Edit any value in the JSON and run it again.
The check names what changed.

WHAT THE RECORD PROVES,  AND WHAT IT  DOESN'T

It proves each ICE sentence carries the recorded ICE value, and that the answer, prompt and ICE response are the ones
recorded.
It does not prove the model's analysis is right, and it does not make the model's words ICE's. Those are marked as the
model's.
It does not replace ICE's evaluation methodology, entitlement decisions or disclaimers. It records them.

RECORD TYPES

Standard Hive receipt types: sigr.gca (each sentence bound to its support), assembly.receipt (prompt, ICE response and
model text bound into one answer), supersession.receipt (a later correction linked to this answer). Ed25519 signatures
over SHA-256 fingerprints of canonical JSON.
public key ed25519:Ye6QwCZYMQlMi2W-ZQlqVTYT4yX3SZwlWZ5DUZvAvy4 · key id did:hive:demo:ice-sbx-3ab8edc4e7ed

Context: ICE's July 2026 fixed income monthly report describes an AI agent that returns the answer in line, “with a downloadable PDF artifact for the analyst's
audit file.” This example shows that artifact carrying a record that can be checked. ice.com/fixed-income-data-services/fixed-income/ice-fixed-income-monthly-
report-jul-26



{
  "note": "Example answer records for ICE. Values are synthetic and illustrative, not ICE data. Signed with the Hive demo signer (key did:hive:demo:ice-sbx-3ab8edc4e7ed, the same key as the entitlement examples), which Hive runs; it is not independent. Receipt formats are Hive canon types sigr.gca, assembly.receipt and supersession.receipt, checkable at https://thehiveryiq.com/v1/verify/<type> with the public key below.",
  "public_key": "ed25519:Ye6QwCZYMQlMi2W-ZQlqVTYT4yX3SZwlWZ5DUZvAvy4",
  "key_id": "did:hive:demo:ice-sbx-3ab8edc4e7ed",
  "prompt": "Summarize how ICE evaluated pricing moved yesterday for fund A's IG tech sleeve, and flag anything I should look at.",
  "answer": "ICE evaluated 3,300 bonds in the sleeve as of 4:00 pm ET on October 1. The average evaluated spread widened 4.2 bp, on ICE's matrix method, with reason code sector spread change. 212 bonds moved more than 10 bp. The largest single mover in the sample, DEMO-TECH-0417, closed at an evaluated bid of 97.412. That move looks larger than its peers, so it may be worth a price challenge before month end.",
  "answer_revised": "ICE evaluated 3,300 bonds in the sleeve as of 4:00 pm ET on October 1. The average evaluated spread widened 4.2 bp, on ICE's matrix method, with reason code sector spread change. 212 bonds moved more than 10 bp. The largest single mover in the sample, DEMO-TECH-0417, closed at an evaluated bid of 97.388, as revised by ICE on October 5. That move looks larger than its peers, so it may be worth a price challenge before month end.",
  "method": "hive.ice.answer_grounding.v0.1: each sentence that states an ICE value is bound to the canonical JSON of that one ICE value record; sentences with no ICE value are recorded ungrounded as the model's words.",
  "sentences": [
    {
      "id": "c1",
      "text": "ICE evaluated 3,300 bonds in the sleeve as of 4:00 pm ET on October 1.",
      "v": "v1"
    },
    {
      "id": "c2",
      "text": "The average evaluated spread widened 4.2 bp, on ICE's matrix method, with reason code sector spread change.",
      "v": "v2"
    },
    {
      "id": "c3",
      "text": "212 bonds moved more than 10 bp.",
      "v": "v3"
    },
    {
      "id": "c4",
      "text": "The largest single mover in the sample, DEMO-TECH-0417, closed at an evaluated bid of 97.412.",
      "v": "v4"
    },
    {
      "id": "c5",
      "text": "That move looks larger than its peers, so it may be worth a price challenge before month end.",
      "v": null
    }
  ],
  "sentences_revised": [
    {
      "id": "c1",
      "text": "ICE evaluated 3,300 bonds in the sleeve as of 4:00 pm ET on October 1.",
      "v": "v1"
    },
    {
      "id": "c2",
      "text": "The average evaluated spread widened 4.2 bp, on ICE's matrix method, with reason code sector spread change.",
      "v": "v2"
    },
    {
      "id": "c3",
      "text": "212 bonds moved more than 10 bp.",
      "v": "v3"
    },
    {
      "id": "c4",
      "text": "The largest single mover in the sample, DEMO-TECH-0417, closed at an evaluated bid of 97.388, as revised by ICE on October 5.",
      "v": "v4"
    },
    {
      "id": "c5",
      "text": "That move looks larger than its peers, so it may be worth a price challenge before month end.",
      "v": null
    }
  ],
  "ice_response": {
    "source": "ICE Data Services",
    "tool": "ids_compute",
    "quote_id": "q-20261002-0417",
    "customer": "WF-0042",
    "synthetic": true,
    "values": [
      {
        "vid": "v1",
        "path": "summary.instrument_count",
        "value": 3300,
        "as_of": "2026-10-01T20:00:00Z"
      },
      {
        "vid": "v2",
        "path": "summary.avg_eval_spread_change_bp",
        "value": 4.2,
        "as_of": "2026-10-01T20:00:00Z",
        "methodology_type": "matrix",
        "reason_code": "sector_spread_change"
      },
      {
        "vid": "v3",
        "path": "summary.bonds_moved_gt_10bp",
        "value": 212,
        "as_of": "2026-10-01T20:00:00Z"
      },
      {
        "vid": "v4",
        "path": "sample.DEMO-TECH-0417.eval_bid",
        "value": 97.412,
        "as_of": "2026-10-01T20:00:00Z",
        "methodology_type": "matrix",
        "reason_code": "issuer_spread_change"
      }
    ]
  },
  "ice_response_sha256": "5a4996a47417f11081332daecc39e194fa3ff18899c507fa077b056b90866193",
  "value_revised": {
    "vid": "v4",
    "path": "sample.DEMO-TECH-0417.eval_bid",
    "value": 97.388,
    "as_of": "2026-10-01T20:00:00Z",
    "methodology_type": "matrix",
    "reason_code": "price_challenge_revision",
    "revised_at": "2026-10-05T15:30:00Z"
  },
  "entitlement_receipt_ref": {
    "event_id": "evt-1002",
    "note": "The entitlement receipt for this call carries response_sha256 equal to ice_response_sha256."
  },
  "receipts": {
    "gca": {
      "receipt_id": "r_sigr.gca_1790949734_0c4c3dbf5cc8",
      "payload_sha256": "fe29cded074b0ea152acfa69fb305db2e2dedae3e148d8f90a0b9d00fe4706fd",
      "sig_b64u": "zSyGTUJ5oU_tIfZ4rA3gbPfBOJNIuLb6wL8qZtco9gLUQ91IhJuExp_5tQYjPY_QOZ6x8Kt8rKeXr89DLLoPDA",
      "key_id": "did:hive:demo:ice-sbx-3ab8edc4e7ed",
      "algorithm": "Ed25519",
      "ts": 1790949734,
      "signed_body": {
        "receipt_type": "sigr.gca",
        "schema": "r1.0.0",
        "answer_id": "ans-20261002-0417",
        "tenant_id": "WF-0042",
        "method_hash": "034b582a5046b76dd42791148963b85719ec05af8bbbc6e7557168faee3ae12d",
        "claims": [
          {
            "claim_id": "c1",
            "claim_hash": "96197c1a91b90cec75e5b362718daf8f79a8992895538dc5852b641dfe816216",
            "support_sha256": "375c371744e34b46bd4dd557629733601da87b48f3b5fe2ef25e2c784956c18e",
            "support_strength_bp": 10000
          },
          {
            "claim_id": "c2",
            "claim_hash": "f467cb16302cf3ec7a257ae6fbb171eefc2e02597e85e67ecf3e56dd7f62e1d4",
            "support_sha256": "9606551e3e758ecc13dd3c61b1479f8f6b1ee617e23f2c134c85a6e064622d7c",
            "support_strength_bp": 10000
          },
          {
            "claim_id": "c3",
            "claim_hash": "571c0d35691262666e9ee0a5a4e127c280ede12cf6740e719ebd51c0a0b615cd",
            "support_sha256": "4bc7ae2fabc24822bb4c20246bb1c1bf875bf108971e40f123b0013ec43c5485",
            "support_strength_bp": 10000
          },
          {
            "claim_id": "c4",
            "claim_hash": "1790615c901e6fe299bb6f2cf6b2853f0b0dffc9372fd32298853fe66b29f793",
            "support_sha256": "f162d16fbb0b563f34beb8d494862003a5f682f89fbc67036f13c52ac3afe8ac",
            "support_strength_bp": 10000
          },
          {
            "claim_id": "c5",
            "claim_hash": "f9475d1f6330faaabb05f09fcca5d20f384a92af55fd75f7cf8cdb3ad6a9b8a5",
            "support_sha256": null,
            "support_strength_bp": 0
          }
        ],
        "claims_root": "13df323d088db35eb9075bbb9d58f0e117b470613206d74d5235dcb92308665d",
        "grounded_count": 4,
        "attested_at": "2026-10-02T14:02:14Z",
        "boundary": "This receipt attests that claims_root and grounded_count recompute exactly from the recorded claims array, and that a claim with support_sha256 null carries support_strength_bp of 0. It proves that each claim carries the recorded support reference and strength. It does not prove that any claim is factually true, that the named support passage actually supports the claim it is attached to, or that the grounding method itself is sound."
      }
    },
    "assembly": {
      "receipt_id": "r_assembly.receipt_1790949735_6c67c0538268",
      "payload_sha256": "9e217333c126daa2bd981129859df1fec1ed6e2f3685ca3eafadb9d94976ecd5",
      "sig_b64u": "Tr1xrYtUmuMxfhhZ8JTM84U4E-6Yf6ZUl3cxnQcZ_Xar7w81hO0LYD0m_wOrSYqg0IYvx1Po5Vfkryv308KFDw",
      "key_id": "did:hive:demo:ice-sbx-3ab8edc4e7ed",
      "algorithm": "Ed25519",
      "ts": 1790949735,
      "signed_body": {
        "receipt_type": "assembly.receipt",
        "schema": "r1.0.0",
        "assembly_id": "ans-20261002-0417",
        "tenant_id": "WF-0042",
        "assembly_policy": {
          "order_matters": true,
          "commitment_scheme": "merkle_sha256",
          "expected_contributors": [
            "WF-0042-U-88213",
            "ice-data-services",
            "claude"
          ]
        },
        "contributions": [
          {
            "contribution_id": "1-prompt",
            "contributor": {
              "contributor_id": "WF-0042-U-88213",
              "role": "source"
            },
            "leaf_sha256": "33f7362e633fa139f766dcdb1a2cb3ba05a6342a3918776d0c674df2482e37ac"
          },
          {
            "contribution_id": "2-ice-data",
            "contributor": {
              "contributor_id": "ice-data-services",
              "role": "provider",
              "provider": "ICE Data Services"
            },
            "leaf_sha256": "5a4996a47417f11081332daecc39e194fa3ff18899c507fa077b056b90866193"
          },
          {
            "contribution_id": "3-model-text",
            "contributor": {
              "contributor_id": "claude",
              "role": "model",
              "provider": "Anthropic"
            },
            "leaf_sha256": "ff402b371acf9129a5892fa0fd5e443a39c5f387aa80deea1cc323149d66c4e3"
          }
        ],
        "commitment": {
          "scheme": "merkle_sha256",
          "root_sha256": "fdf80d197b5a3f55c534734bd5c5acc83e4ee8cfc222d031b8beaf3af1095c26"
        },
        "final_output_sha256": "ff402b371acf9129a5892fa0fd5e443a39c5f387aa80deea1cc323149d66c4e3",
        "boundary": "This receipt attests that the recorded contribution set in signed_body, applied in the stated order when assembly_policy.order_matters is true, recomputes to the committed Merkle root or equivalent commitment and to final_output_sha256, and, when assembly_policy.expected_contributors is present, that the contribution set contains exactly that set of contributors with no omission, duplication, or unexpected contributor. It does not attest that any individual contribution is correct, that any named provider or model actually performed the work claimed, or that the final output is fit for any purpose."
      }
    },
    "gca_revised": {
      "receipt_id": "r_sigr.gca_1791214260_ecc8eb96ec7e",
      "payload_sha256": "bba690bf9f3dffb528b524729cb801bb66fedcbc1e0d7d1f45ba83ddb8dd729a",
      "sig_b64u": "Ob5jY9Q1YTCM4MpuVXPjHQYAgQ9dtrUqG9kTKHzSM_Zlqh60YxsJeqPXr4nJoupfCCCGlblBe3g-C-KPhsqUBQ",
      "key_id": "did:hive:demo:ice-sbx-3ab8edc4e7ed",
      "algorithm": "Ed25519",
      "ts": 1791214260,
      "signed_body": {
        "receipt_type": "sigr.gca",
        "schema": "r1.0.0",
        "answer_id": "ans-20261002-0417-r1",
        "tenant_id": "WF-0042",
        "method_hash": "034b582a5046b76dd42791148963b85719ec05af8bbbc6e7557168faee3ae12d",
        "claims": [
          {
            "claim_id": "c1",
            "claim_hash": "96197c1a91b90cec75e5b362718daf8f79a8992895538dc5852b641dfe816216",
            "support_sha256": "375c371744e34b46bd4dd557629733601da87b48f3b5fe2ef25e2c784956c18e",
            "support_strength_bp": 10000
          },
          {
            "claim_id": "c2",
            "claim_hash": "f467cb16302cf3ec7a257ae6fbb171eefc2e02597e85e67ecf3e56dd7f62e1d4",
            "support_sha256": "9606551e3e758ecc13dd3c61b1479f8f6b1ee617e23f2c134c85a6e064622d7c",
            "support_strength_bp": 10000
          },
          {
            "claim_id": "c3",
            "claim_hash": "571c0d35691262666e9ee0a5a4e127c280ede12cf6740e719ebd51c0a0b615cd",
            "support_sha256": "4bc7ae2fabc24822bb4c20246bb1c1bf875bf108971e40f123b0013ec43c5485",
            "support_strength_bp": 10000
          },
          {
            "claim_id": "c4",
            "claim_hash": "9934df420faca86691dde2a0ae2f89ebf3b655ecc5e2f98812fc88400a01c559",
            "support_sha256": "86fcb2aede4186aac15a6a079a482b0a8c85aa783ed776c9023f3b8065c9343a",
            "support_strength_bp": 10000
          },
          {
            "claim_id": "c5",
            "claim_hash": "f9475d1f6330faaabb05f09fcca5d20f384a92af55fd75f7cf8cdb3ad6a9b8a5",
            "support_sha256": null,
            "support_strength_bp": 0
          }
        ],
        "claims_root": "e1fcdf33cb7de543072cb3648333ff6aca01ba730d1974e6c9a1fce454b008d9",
        "grounded_count": 4,
        "attested_at": "2026-10-05T15:31:00Z",
        "boundary": "This receipt attests that claims_root and grounded_count recompute exactly from the recorded claims array, and that a claim with support_sha256 null carries support_strength_bp of 0. It proves that each claim carries the recorded support reference and strength. It does not prove that any claim is factually true, that the named support passage actually supports the claim it is attached to, or that the grounding method itself is sound."
      }
    },
    "supersession": {
      "receipt_id": "r_supersession.receipt_1791214265_3d3781267c72",
      "payload_sha256": "c4c755de0843e258cc723cb63c6cf4c5c974992356c92219f0181996747d7013",
      "sig_b64u": "kJfYDfXCMPetsbxEtgSeDmdEecRMujZwcBr4Rq8qkRGf_V-h9z1xHc4DqyNUGyrOG7atWFqD-BYgGbMyQNzjAw",
      "key_id": "did:hive:demo:ice-sbx-3ab8edc4e7ed",
      "algorithm": "Ed25519",
      "ts": 1791214265,
      "signed_body": {
        "receipt_type": "supersession.receipt",
        "schema": "r1.0.0",
        "correction_id": "corr-20261005-0417",
        "tenant_id": "WF-0042",
        "supersedes": [
          {
            "receipt_id": "r_sigr.gca_1790949734_0c4c3dbf5cc8",
            "payload_sha256": "fe29cded074b0ea152acfa69fb305db2e2dedae3e148d8f90a0b9d00fe4706fd"
          }
        ],
        "reason_code": "data_correction",
        "reason_detail": "ICE revised the October 1 evaluated bid for DEMO-TECH-0417 after a customer price challenge. Only claim c4 changes. The original answer record stays verifiable as first issued.",
        "effective_at": "2026-10-05T15:31:05Z",
        "replacement": {
          "receipt_id": "r_sigr.gca_1791214260_ecc8eb96ec7e",
          "payload_sha256": "bba690bf9f3dffb528b524729cb801bb66fedcbc1e0d7d1f45ba83ddb8dd729a"
        },
        "affected_scope": [
          "r_sigr.gca_1790949734_0c4c3dbf5cc8",
          "claim:c4",
          "value:DEMO-TECH-0417.eval_bid"
        ],
        "boundary": "This receipt attests that the named replacement corrects the receipts named in supersedes as of effective_at, for the reason and scope stated in signed_body. It does not attest that the replacement content is itself correct, and it does not alter the superseded receipts, which remain independently verifiable exactly as originally signed."
      }
    }
  }
}


{
  "summary": {
    "events": 6,
    "allowed": 3,
    "allowed_flagged": 1,
    "denied": 2,
    "denied_and_flagged": 0,
    "seq_gaps": [
      {
        "after": 1005,
        "before": 1007,
        "missing": 1
      }
    ],
    "head_receipt_sha256": "c6ba15e4316cdfa6323187596ed230384ff7e3d64e6535490dee269536fdd296"
  },
  "receipts": [
    {
      "receipt": {
        "type": "hive.ice.entitlement_receipt",
        "v": "0.1",
        "mode": "example",
        "event": {
          "channel": "api",
          "customer": "WF-0042",
          "dataset": "ice_evaluated_pricing",
          "decision": "allow",
          "event_id": "evt-1001",
          "instrument_count": 312,
          "license": {
            "id": "WF-0042-L2291",
            "version": 4
          },
          "occurred_at": "2026-10-02T13:00:00Z",
          "requester": {
            "id": "WF-0042-U-10077",
            "type": "user"
          },
          "response_sha256": "9b1f0c2d3e4a5b6c7d8e9f00112233445566778899aabbccddeeff0011223344",
          "rule": "in_license",
          "seq": 1001
        },
        "event_sha256": "e7119d353043f163a04d5a933285b9ceb5b6e50ae979f309da6b6167b290f3c0",
        "checks": {
          "license": {
            "decision": "allow",
            "rule": "in_license"
          },
          "job": {
            "result": "not_checked",
            "reasons": []
          }
        },
        "verdict": "allowed",
        "flag": {
          "raised": false
        },
        "chain": {
          "index": 0,
          "prev_receipt_sha256": null
        },
        "copies": [
          "ice",
          "customer:WF-0042"
        ],
        "issued_at": "2026-10-02T19:21:00.000Z",
        "issuer": {
          "name": "Hive demo signer (Hive-held key, not independent)",
          "key_id": "hive-ice-sbx-3ab8edc4e7ed",
          "alg": "Ed25519"
        }
      },
      "receipt_sha256": "b21536d5e7f09ef1ec36b213741d79a10d8ba0ceca995b0382bf4f097a4fa259",
      "signature": {
        "alg": "Ed25519",
        "key_id": "hive-ice-sbx-3ab8edc4e7ed",
        "value": "8K2EJur_cwFK2O9MHZ9g9ijbgcdjsC4fWclts1TZSZRxPm1JBL6KnSXmaTIuzQxgcctwrVHs1EcJNKTzrztlCA"
      }
    },
    {
      "receipt": {
        "type": "hive.ice.entitlement_receipt",
        "v": "0.1",
        "mode": "example",
        "event": {
          "approved_job": {
            "datasets": [
              "ice_evaluated_pricing"
            ],
            "job_id": "job-fund-a",
            "max_instruments": 3300,
            "window_utc": "00:00-23:59"
          },
          "channel": "mcp",
          "customer": "WF-0042",
          "dataset": "ice_evaluated_pricing",
          "decision": "allow",
          "event_id": "evt-1002",
          "instrument_count": 3300,
          "license": {
            "id": "WF-0042-L2291",
            "version": 4
          },
          "occurred_at": "2026-10-02T14:02:11Z",
          "on_behalf_of": "WF-0042-U-88213",
          "platform": "claude",
          "quote": {
            "accepted": true,
            "quote_id": "q-20261002-0417",
            "quoted_units": 120
          },
          "requester": {
            "id": "wf-0042-agent-7",
            "type": "agent"
          },
          "response_sha256": "5a4996a47417f11081332daecc39e194fa3ff18899c507fa077b056b90866193",
          "rule": "in_license",
          "seq": 1002,
          "tool": "ids_compute"
        },
        "event_sha256": "6f5115ef7a1ffb818072e9fbc5b24c544723941f72197677a061182dcfa50c83",
        "checks": {
          "license": {
            "decision": "allow",
            "rule": "in_license"
          },
          "job": {
            "result": "within_job",
            "reasons": []
          }
        },
        "verdict": "allowed",
        "flag": {
          "raised": false
        },
        "chain": {
          "index": 1,
          "prev_receipt_sha256": "b21536d5e7f09ef1ec36b213741d79a10d8ba0ceca995b0382bf4f097a4fa259"
        },
        "copies": [
          "ice",
          "customer:WF-0042"
        ],
        "issued_at": "2026-10-02T19:21:00.000Z",
        "issuer": {
          "name": "Hive demo signer (Hive-held key, not independent)",
          "key_id": "hive-ice-sbx-3ab8edc4e7ed",
          "alg": "Ed25519"
        }
      },
      "receipt_sha256": "c85017a08ec5975a65c1162d80683b57f8bf16abe26ee815b7d5570ced9f776c",
      "signature": {
        "alg": "Ed25519",
        "key_id": "hive-ice-sbx-3ab8edc4e7ed",
        "value": "RRxkB6EbPXj3mHTNLh-sfVBRiqcGoz-u45mUZqVxf3B-74RkPVdhLvyQ3rQZEterca-dcj_FXL5LBrErwV3rBw"
      }
    },
    {
      "receipt": {
        "type": "hive.ice.entitlement_receipt",
        "v": "0.1",
        "mode": "example",
        "event": {
          "channel": "mcp",
          "customer": "WF-0042",
          "dataset": "trace_trades",
          "decision": "deny",
          "event_id": "evt-1003",
          "instrument_count": 25,
          "license": {
            "id": "WF-0042-L2291",
            "version": 4
          },
          "occurred_at": "2026-10-02T15:41:07Z",
          "on_behalf_of": "WF-0042-U-88213",
          "platform": "claude",
          "requester": {
            "id": "wf-0042-agent-7",
            "type": "agent"
          },
          "rule": "not_in_license",
          "seq": 1003,
          "tool": "ids_query_trades"
        },
        "event_sha256": "11847d8de7e5f83e5a657d15177edef125e95e58d62c3e04d2d19d2cc3c073d8",
        "checks": {
          "license": {
            "decision": "deny",
            "rule": "not_in_license"
          },
          "job": {
            "result": "not_checked",
            "reasons": []
          }
        },
        "verdict": "denied",
        "flag": {
          "raised": false
        },
        "chain": {
          "index": 2,
          "prev_receipt_sha256": "c85017a08ec5975a65c1162d80683b57f8bf16abe26ee815b7d5570ced9f776c"
        },
        "copies": [
          "ice",
          "customer:WF-0042"
        ],
        "issued_at": "2026-10-02T19:21:00.000Z",
        "issuer": {
          "name": "Hive demo signer (Hive-held key, not independent)",
          "key_id": "hive-ice-sbx-3ab8edc4e7ed",
          "alg": "Ed25519"
        }
      },
      "receipt_sha256": "164160fff92a0027fe8f4ae1d7dc8cc45e40838f6bce9c0cfd3c5ed65c3d1092",
      "signature": {
        "alg": "Ed25519",
        "key_id": "hive-ice-sbx-3ab8edc4e7ed",
        "value": "BkrPR3jLEpvfcqpE9cskd3dJEA5K3FLuSO5QG-vpqMVsWOEgufCrp71LKRb1BHVUyWgGRyvbohfcEtjnlEqbDA"
      }
    },
    {
      "receipt": {
        "type": "hive.ice.entitlement_receipt",
        "v": "0.1",
        "mode": "example",
        "event": {
          "channel": "api",
          "customer": "WF-0042",
          "dataset": "ice_evaluated_pricing",
          "decision": "allow",
          "event_id": "evt-1004",
          "instrument_count": 312,
          "license": {
            "id": "WF-0042-L2291",
            "version": 5
          },
          "occurred_at": "2026-10-02T17:00:04Z",
          "requester": {
            "id": "WF-0042-U-10077",
            "type": "user"
          },
          "rule": "in_license_v5",
          "seq": 1004
        },
        "event_sha256": "d747e7344a65c9f2f84eabcb2fef488489dfbc7e1c87f8200faf9f3b044c8371",
        "checks": {
          "license": {
            "decision": "allow",
            "rule": "in_license_v5"
          },
          "job": {
            "result": "not_checked",
            "reasons": []
          }
        },
        "verdict": "allowed",
        "flag": {
          "raised": false
        },
        "chain": {
          "index": 3,
          "prev_receipt_sha256": "164160fff92a0027fe8f4ae1d7dc8cc45e40838f6bce9c0cfd3c5ed65c3d1092"
        },
        "copies": [
          "ice",
          "customer:WF-0042"
        ],
        "issued_at": "2026-10-02T19:21:00.000Z",
        "issuer": {
          "name": "Hive demo signer (Hive-held key, not independent)",
          "key_id": "hive-ice-sbx-3ab8edc4e7ed",
          "alg": "Ed25519"
        }
      },
      "receipt_sha256": "ebada7b4e8be033cec53cc90f16edee0168fed3d2e9a24ea7851921fc866bd5e",
      "signature": {
        "alg": "Ed25519",
        "key_id": "hive-ice-sbx-3ab8edc4e7ed",
        "value": "ECLlaSUSh6WoPFBjPQisjwpg7dzgx8W-_QOMfJpFCQkAq_hN7gQkfSYE6L5i1JlBUijIpct-JGFfwBYpOtXaBQ"
      }
    },
    {
      "receipt": {
        "type": "hive.ice.entitlement_receipt",
        "v": "0.1",
        "mode": "example",
        "event": {
          "approved_job": {
            "datasets": [
              "ice_evaluated_pricing"
            ],
            "job_id": "job-fund-a",
            "max_instruments": 3300,
            "window_utc": "00:00-23:59"
          },
          "channel": "mcp",
          "customer": "WF-0042",
          "dataset": "ice_evaluated_pricing",
          "decision": "allow",
          "event_id": "evt-1005",
          "instrument_count": 41000,
          "license": {
            "id": "WF-0042-L2291",
            "version": 4
          },
          "occurred_at": "2026-10-02T18:14:00Z",
          "on_behalf_of": "WF-0042-U-88213",
          "platform": "claude",
          "requester": {
            "id": "wf-0042-agent-9",
            "type": "agent"
          },
          "rule": "in_license",
          "seq": 1005,
          "tool": "ids_compute"
        },
        "event_sha256": "61b899ebdf6532f00362a55daad81fa169ea26f14d19548163b44147394aa03b",
        "checks": {
          "license": {
            "decision": "allow",
            "rule": "in_license"
          },
          "job": {
            "result": "outside_job",
            "reasons": [
              "instrument_count 41000 is above the approved 3300 (37700 outside the job)"
            ]
          }
        },
        "verdict": "allowed_flagged",
        "flag": {
          "raised": true,
          "route": [
            "customer data owner",
            "ICE entitlement owner"
          ],
          "action": "a person decides. Hive does not block"
        },
        "chain": {
          "index": 4,
          "prev_receipt_sha256": "ebada7b4e8be033cec53cc90f16edee0168fed3d2e9a24ea7851921fc866bd5e"
        },
        "copies": [
          "ice",
          "customer:WF-0042"
        ],
        "issued_at": "2026-10-02T19:21:00.000Z",
        "issuer": {
          "name": "Hive demo signer (Hive-held key, not independent)",
          "key_id": "hive-ice-sbx-3ab8edc4e7ed",
          "alg": "Ed25519"
        }
      },
      "receipt_sha256": "4233ac967af651b851500d717a52ce5a78750057663162903ef6801fbb17c14c",
      "signature": {
        "alg": "Ed25519",
        "key_id": "hive-ice-sbx-3ab8edc4e7ed",
        "value": "HZfN2V5QzcmNu0MwrK2GVjA5N4K8OxSmEinSiZ0mqZ0EwhxOUS-pP4Tl3fNF3RbF3gYFDLVqcnetDvIf0P67CA"
      }
    },
    {
      "receipt": {
        "type": "hive.ice.entitlement_receipt",
        "v": "0.1",
        "mode": "example",
        "event": {
          "channel": "api",
          "customer": "WF-0042",
          "dataset": "ice_evaluated_pricing",
          "decision": "deny",
          "event_id": "evt-1007",
          "instrument_count": 312,
          "license": {
            "id": "WF-0042-L2291",
            "version": 4
          },
          "occurred_at": "2026-10-02T19:20:00Z",
          "requester": {
            "id": "WF-0042-U-20411",
            "type": "user"
          },
          "rule": "license_expired",
          "seq": 1007
        },
        "event_sha256": "15311c653ad4df83f416e16ac8e96349740f5259f71c76f74214e120c6659a91",
        "checks": {
          "license": {
            "decision": "deny",
            "rule": "license_expired"
          },
          "job": {
            "result": "not_checked",
            "reasons": []
          }
        },
        "verdict": "denied",
        "flag": {
          "raised": false
        },
        "chain": {
          "index": 5,
          "prev_receipt_sha256": "4233ac967af651b851500d717a52ce5a78750057663162903ef6801fbb17c14c"
        },
        "copies": [
          "ice",
          "customer:WF-0042"
        ],
        "issued_at": "2026-10-02T19:21:00.000Z",
        "issuer": {
          "name": "Hive demo signer (Hive-held key, not independent)",
          "key_id": "hive-ice-sbx-3ab8edc4e7ed",
          "alg": "Ed25519"
        }
      },
      "receipt_sha256": "c6ba15e4316cdfa6323187596ed230384ff7e3d64e6535490dee269536fdd296",
      "signature": {
        "alg": "Ed25519",
        "key_id": "hive-ice-sbx-3ab8edc4e7ed",
        "value": "o3lSIZle13M1qidC-vFt-SyXoKFb4sbri-NTK7HoYUcaG-x0jSfAx8ggrtsxIa9vImXmPt6x8q_-GxsQEJxtBQ"
      }
    }
  ],
  "note": "Example receipts. Signed with the Hive demo key, which Hive holds. Not an independent signer. Customer is fictional."
}


// verify-answer.mjs: check Hive answer records offline. Node 18 or later, no dependencies.
// Usage: node verify-answer.mjs answer-receipts.json [example-receipts.json]
// Checks the sigr.gca, assembly.receipt and supersession.receipt records the same way the
// Hive canon verifier does: payload fingerprint, Ed25519 signature, claims root, grounded count,
// each sentence and ICE value fingerprint, the assembly Merkle root, and the correction links.
import { readFileSync } from "node:fs";
import { createHash, createPublicKey, verify as edVerify } from "node:crypto";

const PUB_X = "Ye6QwCZYMQlMi2W-ZQlqVTYT4yX3SZwlWZ5DUZvAvy4"; // pinned Hive demo key, not independent
const key = createPublicKey({ key: { kty: "OKP", crv: "Ed25519", x: PUB_X }, format: "jwk" });
const canon = v => v === null || typeof v !== "object" ? JSON.stringify(v) : Array.isArray(v) ? "[" + v.map(canon).join(",") + "]" : "{" + Object.keys(v).filter(k => v[k] !== undefined).sort().map(k => JSON.stringify(k) + ":" + canon(v[k])).join(",") + "}";
const sha = s => createHash("sha256").update(s).digest("hex");
const shaB = b => createHash("sha256").update(b).digest();
const u32 = n => { const b = Buffer.alloc(4); b.writeUInt32BE(n); return b; };
function merkle(leaves) {
  const n = u32(leaves.length);
  let level = leaves.map((h, i) => shaB(Buffer.concat([Buffer.from([0]), n, u32(i), Buffer.from(h, "hex")]))), d = 0;
  while (level.length > 1) { const nx = []; for (let i = 0; i < level.length; i += 2) nx.push(shaB(Buffer.concat([Buffer.from([1]), n, u32(d), level[i], level[i + 1] ?? level[i]]))); level = nx; d++; }
  return level[0].toString("hex");
}
function fold(claims) { let r = "0".repeat(64); for (const c of claims) r = sha(`${r}|${c.claim_id}|${c.claim_hash}|${c.support_sha256 ?? "null"}|${c.support_strength_bp}`); return r; }
let bad = 0;
const ok = (c, t) => { console.log((c ? "OK    " : "FAIL  ") + t); if (!c) bad++; };
function env(e, name) {
  ok(sha(canon(e.signed_body)) === e.payload_sha256, `${name} fingerprint matches its contents`);
  const msg = Buffer.from(`hive-receipt ${e.receipt_id} ${e.payload_sha256} ${e.ts}`);
  ok(edVerify(null, msg, key, Buffer.from(e.sig_b64u, "base64url")), `${name} Ed25519 signature`);
}
function gca(e, sentences, values, name) {
  env(e, name);
  const b = e.signed_body, vm = Object.fromEntries(values.map(v => [v.vid, v]));
  ok(fold(b.claims) === b.claims_root, `${name} claims root recomputes`);
  ok(b.claims.filter(c => c.support_sha256 !== null).length === b.grounded_count, `${name} grounded count recomputes`);
  sentences.forEach((s, i) => {
    const c = b.claims[i];
    ok(sha(s.text) === c.claim_hash, `${name} ${s.id} sentence text matches`);
    if (s.v) ok(sha(canon(vm[s.v])) === c.support_sha256, `${name} ${s.id} rests on ICE value ${vm[s.v].path} = ${vm[s.v].value}`);
    else ok(c.support_sha256 === null && c.support_strength_bp === 0, `${name} ${s.id} marked as the model's words`);
  });
}
const D = JSON.parse(readFileSync(process.argv[2] || "answer-receipts.json", "utf8"));
const R = D.receipts;
gca(R.gca, D.sentences, D.ice_response.values, "answer");
env(R.assembly, "assembly");
const a = R.assembly.signed_body;
ok(merkle(a.contributions.map(c => c.leaf_sha256)) === a.commitment.root_sha256, "assembly root recomputes from prompt, ICE data, model text");
ok(sha(D.prompt) === a.contributions[0].leaf_sha256, "assembly prompt matches");
ok(sha(canon(D.ice_response)) === a.contributions[1].leaf_sha256, "assembly ICE response matches");
ok(sha(D.answer) === a.final_output_sha256 && sha(D.answer) === a.contributions[2].leaf_sha256, "assembly answer matches");
const revValues = D.ice_response.values.map(v => v.vid === "v4" ? D.value_revised : v);
gca(R.gca_revised, D.sentences_revised, revValues, "corrected");
env(R.supersession, "correction");
const s = R.supersession.signed_body;
ok(s.supersedes[0].payload_sha256 === R.gca.payload_sha256 && s.supersedes[0].receipt_id === R.gca.receipt_id, "correction names the original answer record");
ok(s.replacement.payload_sha256 === R.gca_revised.payload_sha256, "correction names the corrected record");
if (process.argv[3]) {
  const E = JSON.parse(readFileSync(process.argv[3], "utf8"));
  const e = E.receipts.find(r => r.receipt.event.event_id === "evt-1002");
  ok(e && e.receipt.event.response_sha256 === sha(canon(D.ice_response)), "entitlement receipt evt-1002 points to the same ICE response");
}
console.log(bad ? `\n${bad} check(s) failed` : "\nAll answer records check out");
process.exit(bad ? 1 : 0);


